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Cisco	3850	vrf	configuration	guide

Cisco	3850	vrf	configuration	example.

2.	R1	#	Show	IP	BGP	VPNV4	VRF	red	summary!	Vicin	V	like	Msgrcvd	msgsent	tblver	inq	outq	up	/	down	state	/	pfxrcd	10.0.0.6	4	65003	36	36	8	0	0	0	00:28:46	2	R1	#	Show	IP	BGP	VPNV4	VRF	green	Summary!	Neighborhood	V	Like	Msgrcvd	Msgsent	Tblver	In	Q	Outq	Up	/	Down	State	/	PFXRCD	10.0.0.9	4	65002	51	51	8	0	0	0	0:42:07	2	Green	#	Show
IP	BGP	summary!	Neighborhood	V	Like	Msgrcvd	Msgsent	Tblver	In	Q	Outq	Up	/	Down	State	/	PFXRCD	10.0.0.10	4	65001	58	59	7	0	0	00:49:01	2	Red	#	Show	IP	BGP	SUM!	Neighborhood	V	Like	Msgrcvd	Msgsent	Tblver	InQ	OutQ	Outq	Up	/	Down	State	/	PFXRCD	10.0.0.5	4	65001	46	46	5	0	0	0	0	0:38:11	2	Routes	Finally,	check	the	Routing	table	up,
both	the	green	router	and	the	red	router,	In	order	to	confirm	we	learned	the	routes	advertised	by	the	corresponding	VRF	on	R1.	Baitfish,	Pyats,	Netmiko)	Code	Repository	Inc.	Now	issue	the	command	shows	once	VRF	IP	again	to	verify	that	VRF	has	been	assigned	to	the	correct	MBG001	#	interface	shows	the	VRF	IP	name	Interfound	interface	name
Default	interfaces	-	A	FA0	/	0.81	Company-B	FA0	/	0.82	can	be	seen	from	the	exit	above	the	VRF	has	been	configured	correctly	on	MBG001.	Interface	LoopBack1	IP	VRF	Green	Start	Forward	IP	Address	100.1.1.1	255.255.255.0!	Loopback2	IP	VRF	interface	Starting	the	VRF	Red	IP	address	200.1.1.1	255.255.255.0	GigabithetHernet0	/	1	interface
Description	AL	Ver	Green	IP	VRF	Green	IP	forwarding	Address	10.0.0.10	255.255.255.252!	Gigabitethernet0	/	2	interface	Description	on	Red	IP	VRF	Forwarding	Red	IP	Address	10.0.0.5	255.255.25552252	BGP	BGP	is	configured.	Router	BGP	65003	BGP	Router-ID	3.3.3.3	BGP	Recording-exchange	changes	RideStribute	Neighborn	Neighborn	10.0.0.5
Remote-AS	65001	Verification	adjacency	BGP	Detection,	we	will	verify	that	the	ADIACCURIES	BGP	are	correctly	formed	on	R1,	green	and	red.	Green	#	SHOW	IP	Road!	2.0.0.0.0.32	is	fine,	1	subtadri	c	2.2.2.2	is	Directly,	loopback0	10.0.0.0.0/8	is	in	a	variable	way	understate,	2	subnets,	2	masks	C	10.0.0.8/30	is	connected	directly,	GigabitetherNet0	/	1
L	10.0.0.9	/	32	is	Connected,	gigabitethernet0	/	1	100.0.0.0/24	is	subtito,	1	subnets	b	100.1.1.0	[20/0]	Via	10.0.0.10,	00:49:06	red	#	show	IP	road!	1	Subnet	C	3.3.3.3	is	connected	directly,	LoopBack0	10.0.0.0.0.0/8	is	in	varialable,	2	subnets,	2	masks	C	10.0.0.4/30	is	connected	directly,	GigabitetherNet0	/	1	L	10.0.0.6	/	32	is	connected	directly,
Gigabitethernet0	/	1	b	200,11.0	/	24	[20/0]	Via	10.0.0.5,	00:38:05	success,	since	we	can	see	the	router	advertised	by	the	VRF	of	R1	on	Each	router.	Mustbegeek	uses	a	single	router	called	MBG001	and	is	shared	for	both	companies	-	"A.	Note	that	VRF	can	be	assigned	to	any	type	of	interface	including	VLAN	and	loopback.	Due	to	its	independence,	it
also	allows	the	use	of	the	superimposed	IP	address.	IP	VRF	Green	RD	65001:	100	IP	VRF	Red	Rd	65001:	200	interfaces	ahead,	we	configure	our	interfaces.	Routing	and	virtual	forwarding	or	VRF	is	a	technology	that	supports	more	routing	instance	within	a	single	router	(	o	Level-3	switch).	Also	note	that	after	applying	the	VRF,	the	IP	overlay	error
message	does	not	appear	any	longer	despite	the	use	of	an	overlapping	IP	address	(or	duplicate)	in	the	same	router.	When	done,	The	ip	vrf	exhibition	final	output	in	this	example	will	be	like	this:	mbg001	#	Show	name	vrf	name	interfaces	interfaces	default	company-a	fa0	/	0.81	lo1	company-b	fa0	/	0.82	lo2	work	VRF	In	Cisco	iOS	router	ping	from	the
host	on	each	corporate	network	to	the	router	the	IP	address	can	be	performed	normally:	host-a001>	ping	10.10.10.1	pinging	10.10.10.1	with	32	bytes	of	data:	10.10.10.1	response:	bytes	=	32	TIME	=	1MS	TTL	=	255	Answer	from	10.10.10.1:	byte	=	32	time	=	1MS	TTL	=	255	Answer	from	10.10.10.1:	byte	=	32	time	=	2MS	TTL	=	255	Answer	from
10.10.10.1:	byte	=	32	time	=	1MS	TTL	=	255	Host-B001>	10.10.10.1	Pinging	10.10.10.1	with	32	bytes	of	data:	10.10.10.1	response:	bytes	=	32	time	=	1ms	TTL	=	255	Answer	from	10.10.10.1:	bytes	=	32	time	=	2ms	TTL	=	255	Answer	from	10.10.10.1:	bytes	=	32	time	=	2ms	TTL	=	255	255	From	10.10.10.1:	bytes	=	32	time	=	1MS	TTL	=	255	Notice
that	even	if	it	is	pinging	to	the	same	IP	address,	actually	communicating	with	a	different	VRF	instance	on	the	router.	Router	BGP	65001	BGP	Router-ID	1.1.1.1	BGP	Log-need-Need-Edit	family	address	IPv4	VRF	Green	Redistribute	Neighborn	Neighbor	10.0.0.9	Remote-AS	65002	Neighbor	10.0.0.9	Activate	address-address-address	family-family	IPv4
family	VRF	Redistribute	Redistribute	Neighbor	10.0.0.6	Remote-AS	65003	Neighbor	10.0.0.6	Activate	the	family	address-address-router	-	green	The	configuration	for	Green,	is	a	simple	EBGP	peer.	2	X	networks	(100.1.1.0	and	200.1.1.0)	will	be	configured	on	the	R1	router,	one	inserted	in	each	of	the	VRF.	EBGP	peering	will	therefore	be	established	to
each	of	the	neighbors	(red	/	green).	How	to	configure	the	VRF	in	using	the	Cisco	IOS	router	of	an	overlapdation	address	must	be	avoided	as	well	as	possible.	However,	for	some	reason	both	societies	must	use	the	same	network	address	but	refuse	to	expose	their	network	to	each	other.	Assigning	VRF	to	an	interface	After	creating	VRF,	the	next	step	is
the	assignment	of	VRF	to	an	interface,	or	in	this	example	is	a	subinterface.	To	do	this,	it	is	sufficient	to	assign	the	respective	VRF	to	the	loopback	interface	with	the	same	way	above	(remember	that	the	IP	address	must	also	be	reconfigured	after	assigning	the	VRF).	F0	/	0	Â®	interface	on	MBG001	connected	to	a	switch	and	switch	connected	to	each
corporate	network.	The	VRF-Lite	configuration	is	not	necessary	for	the	destination	of	the	path	and	can	be	performed	by	a	static	or	dynamic	routing	under	its	VRF	instance.	Sending	5,	100	bytes	ICMP	Echos	at	10.10.10.50,	Timeout	is	2	seconds:	!!!!!	The	success	rate	is	100	percent	(5/5),	round	trip	min	/	avg	/	max	=	1/2/4	ms	warning	that	guests	on
company	A	and	B	can	also	have	the	same	IP.	We	use	families	IPv4	address	to	specify	our	VRFs	and	redistribute	our	interfaces	linked	to	BGP.	Configuration	Router	-	R1	VRFS	first	of	all	configuration	of	the	2	VRFs.	VRF.	VRF	is	assigned	a	detachment	path.	MBG001	#	Ping	company	VRF-A	10.10.10.50	Type	of	escape	sequence	to	interrupt.	Each
loopback	and	interface	that	connect	R1	to	its	neighbor	is	placed	in	their	corresponding	VRF.	In	this	example,	the	command	output	is	used	to	escape	the	VRF	configuration	mode,	and	therefore	another	VRF	called	Ã	¢	â,¬	Å	"Company-BÃ	¢	â,¬"	was	created	for	company	B:	Mbg001	(config-vrf)	#exit	mbg001	(config)	#ip	vrf	company	-b	mbg001	(config-
vrf)	#exit	to	view	the	VRF	list	that	was	created,	use	the	Show	VRF	IP	command	in	the	privileged	execution	mode	.	Just	enter	the	interface	configuration	mode,	then	use	the	IP	VRF	command	forwarding	[VRF	name].	In	this	example	VRF	for	the	company	a	name	is	Ã	¢	â,¬	å	"Company-aÃ	¢	â,¬	Ã	¢	Â,	¬	Ã	¢	â,¬	Å	"COMPANY-AÃ	¢	â,¬	Ã	¢	â,¬	Ã	¢	â,¬	Ã
¢	â,¬	Ã	¢	â,¬	Å"	COMPANY-AÃ	¢	â,¬	Ã	¢	â,¬	Ã	Ã	¢	â,¬	Ã	¢	â,¬	Ã	¢	â,¬	ã	"Company-aÃ	¢	â,¬	Ã	¢	â,¬	Ã	¢	â,¬	Ã	¢	â,¬	Å"	Company:	MBG001	(config)	#IP	VRF	Company	-A	MBG001	(Config-VRF)	#	Warning	that	after	creating	a	VRF,	the	router	will	enter	VRF	configuration	mode.	In	this	article,	we	will	configure	VRF	in	Cisco	iOS	router	to	establish	an
Connection	Sion	for	two	LANs	with	superimposed	network	address.	To	do	this,	use	the	VRF	IP	command	[VRF	Name]	in	the	global	configuration	mode.	The	scenario	below	is	the	example	in	which	the	overlapping	network	address	is	used	(indicated	by	the	red	arrow):	in	this	scenario,	a	service	provider	named	mustbegeek	have	two	customers,	ie	Ã	¢
â,¬	å	"Company	AÃ	¢	â,¬	Å	"Company	BÃ	¢	â,¬.	This	means	that	a	single	router	can	have	more	separate	routing	tables	and	each	is	completely	independent.	In	turn,	allowing	you	to	segregate	and	isolate	different	types	of	networks.	EBGP	will	advertise	the	corresponding	VRF	network	to	its	peer:	VRF	Green	-	100.1.1.0.	Red	VRF	-	200.1.1.0.	Figure	1	-
Topology.	Therefore,	separate	VLAN	is	used	where	VLAN81	is	for	the	company-A	and	VLAN82	is	for	MBG001	#	Show	the	name	IP	VRF	Name	Default	interfaces	RD	interfaces	company-a	Company-B	On	the	output	above,	the	Interfaces	column	is	empty	because	we	have	not	yet	assigned	the	VRF	to	any	interface.	VRF	is	a	function	that	allows	you	to
create	separate	routing	table	instances.	Routing.	VRFs	are	used	without	MPLS	is	classified	as	VRF-Lite.	This	will	be	done	in	the	next	step.	However,	there	are	certain	causes	in	which	this	condition	is	inevitable	(usually	happens	in	a	network	of	service	providers),	and	this	is	one	of	the	reasons	why	understanding	the	way	to	configure	VRF	in	Cisco	iOS
router	is	important.	Like	so,	Router	BGP	65002	BGP	Router-ID	2.2.2.2	BGP	Log-need-Neighbor-Change	REDistribute	Connect	Neighborn	Neighbor	10.0.0.10	Remote-AS	65001	Router	-	Red	Configure	another	EBGP	peering	on	red.	The	goal	is	to	make	the	company	"a	network	able	to	access	Loopback1	Address	and	Ã	¢	â,¬"	BÃ	¢	â,¬	"must	be	able	to
access	the	Loopback2	address.	In	this	example,	the	VRF	For	each	company	is	assigned	to	its	corresponding	interface:	MBG001	(Config)	#interface	F0	/	0.81	MBG001	(Config-IF)	#IP	VRF	Forwarding	Company-a%	Interface	FlayetherNet0	/	0.81	IP	Address	10.10.10.1	Removed	due	to	enable	VRF	company	-A	mbg001	(config-if)	#ip	address	10.10.10.1
255.255.255.0	mbg001	(config-if)	#exit	mbg001	(config)	#interface	f0	/	0.82	mbg001	(config-if)	#ip	vrf	company	forwarding	b	mbg001	(	CONFIG-IF)	#IP	address	10.10.10.1	255.255.255.0	Warning	that	when	the	VRF	is	assigned	to	an	interface	associated	with	an	IP	address,	which	IP	will	be	removed,	but	can	be	easily	re-added.	Unfortunately,	there	is
Only	a	problem	as	the	following	message	is	displayed	on	MBG001	when	you	try	to	configure	the	gateway	interface	for	those	VLAN:	MBG001	#	conf	MBG001	terminal	power	supply	(config)	#interface	f0	/	0	mbg001	(config-if)	#not	config-if)	#exit	mbg001	(config)	#interface	f0	/	0.81	mbg001	(config-if)	#description	connection-to-company	-A	mbg001
(config-if)	#capsulation	dot1q	81	mbg001	(config-if)	#ip:	address	10.10	.10.1	255.255.255.0	mbg001	(config-if)	#exit	mbg001	(config)	#interface	f0	/	0.82	mbg001	(config	-if)	#description	connection-to-company-b	mbg001	#Capsulation	dot1q	82	mbg001	(config-file)	#ip	address	10.10.10.1	255.255.255.0%	10.10.10.0	Overlay	with	FastelTetetNet0	/
0.81	MBG001	(Config-IF)	#	from	the	Above,	it	is	clear	that	the	router	rejects	the	assignment	of	the	IP	address	for	the	F0	/	0.82	understations	because	the	IP	address	overlaps	what	has	already	been	assigned	to	F0	/	0.81.	The	configuration	of	the	VRF	is	easy	and	consists	of	2	simple	steps,	as	explained	below:	1.	Sending	5,	100	bytes	ICMP	Echos	to
10.10.10.50,	Timeout	is	2	seconds:	!!!!!	The	success	rate	is	100%	(5/5),	round	trip	min	/	avg	/	max	=	1/1/4	ms	mbg001	#	ping	vrf	company-b	10.10.10.50	type	escape	sequence	to	interrupt.	In	this	condition,	the	solution	is	configured	VRF	on	MBG001.	Host-a001>	ping	10.1.1.1	pinging	10.1.1.1	with	32	bytes	of	data:	10.1.1.1:	byte	response	=	32	time	=
2ms	TTL	=	255	Answer	from	10.1.1.1:	byte	=	32	time	=	3ms	TTL	=	255	Answer	from	10.1.1.1:	bytes	=	32	time	=	2ms	TTL	=	255	Answer	from	10.1.1.1:	byte	=	32	time	=	1MS	TTL	=	255	Host-A001>	Ping	10.2.2.2	Pinging	10.1.1.1	with	32	bytes	of	data:	Request	request	Timed	request	The	request	has	expired	expired	and	all	the	bases	needed	to
configure	VRF	in	Cisco	iOS	router.	Therefore,	in	our	example,	the	RD	is	only	locally	significant	for	R1,	then	VPNV4	used	within	the	R1	Show	commands.	Note:	The	IPv4	Address	Family	exchanges	normal	unicast	IPv4	paths,	without	any	Diaringuisher	(RD)	path.	Complete	Course	Code,	Script	and	Examples	24x7	Multi-Vendor	Laboratories	(Arista,



Cisco,	Juniper)	Private	Community	Community	Tech	Demo	and	Sessions	Sign	up	now	Ã	¢	Å¾Å	"To	prove	it	and	also	to	verify	that	the	latest	requirements	in	the	scenario	have	been	completed,	Host	in	the	company	A	can	reach	10.1.1.1	(destination	in	the	same	VRF	instance)	but	not	at	10.2.2.2,	and	the	opposite	is	applied	for	hosts	in	society	B.	From	the
output,	we	can	see	BGP	successfully	established	L	'Adiacenza	with	his	neighbor,	and	that	the	prefixes	were	received.	Cisco	iOS	router	supports	VRF	by	default.	Full	Deep-Dive	Course	Cory-Library	(Inc.	This	because	their	network	is	completely	separate.	Topology	This	tutorial	will	be	based	on	the	following	topology	(Figure	1):	2	2	VRFs	will	be
configured	on	the	R1	-	Green	/	Red	router.	On	the	Flipside,	to	run	the	ping	test	from	the	router	to	accommodate	the	LAN,	use	the	Ping	VRF	command	[VRF	Name]	[destination	IP]	so	that	the	router	knows	which	network	you	are	trying	to	reach.	Creating	VRF	instance	The	first	thing	to	do	is	to	create	VRF	instance.	Here,	there	are	several	advanced
options	that	can	be	configured	but	for	the	implementation	of	the	basic	VRF,	this	configuration	can	be	skipped.	However,	there	is	still	another	requirement	in	this	scenario,	which	is	to	make	hosts	in	the	company	able	to	reach	the	Loopback1	IP	address	and	company	B	hosts	can	reach	the	Loopback2	IP	address.	Street	address.	
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